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Best and Worst about Internet and WWW

Worst Thing about Internet 

Everything Connected and is a Global Network

Best Thing about Internet 

Everything Connected and is a Global Network



Cyber Security - In today’s world, we depend on 
Internet at home, in school and at work place



How and for what purpose do you use the 
Internet ??



While using the Internet what are the primary 
online risks we face



Cyber Crimes - Types

• Credit card frauds
• Theft of Source Code
• Hacking
• Email spoofing
• Forgery
• Defamation
• Data Diddling (Modification)
• Cyber terrorism
• Denial of Service Attacks
• Salami Attacks

• Email Bombing
• Online gambling
• Cyber Pornography
• Virus, Worms, Trojan Attacks
• Cyber stalking
• Phishing, Vishing, SMiShing
• Intellectual Property crimes software
• piracy, copyright
• infringement, trademarks
• violations



Cyber Crimes – What are they?

• Any unlawful activity where cyberspace is used as a tool, target or both.

• Cyberspace includes computers, the Internet, pen drives.. even cars, 
automatic washing machines and microwave ovens!

• Cyber Crime IS NOT defined in Information Technology Act 2000 nor in 
the I.T. Amendment Act 2008 nor in any other legislation in India.

• In Short, a COMPUTER CRIME is any crime where Computer (an 
electronic device) is a target OR a tool of crime OR incidental to crime.



Cyber Crimes rates in India



Cyber Crimes – General Statistics



Cyber Crimes – In News



Cyber Crimes – In News



Cyber Crimes – In News



Cyber Crimes – Cases Registered in 2015



Cyber Crimes – Under IT Act



Computer Related offenses

• Section 66

• 3 years jail and / or fine up to 5 lakh

• New provision

• Replaces ‘hacking’



Password Security

• First and Foremost, set your password STRONG

What is STRONG password

• Use at least 8 characters

• Use special characters

• Avoid using the words from dictionary

• It must be easy to remember difficult to 
guess

• Example of Pass phrase
• I Love Working at CDAC Bangalore

• Password: 1Lw@cdacB



Password Attacks



Changes related to Secrets

• Refusing to hand over passwords to an authorized official 
could land a person in prison for up to 7 years.

• The offence of cyber terrorism has been specially included 
in the law. A cyber terrorist can be punished with life 
imprisonment



Identity Theft

• Fraudulently or dishonestly 
using someone else’s electronic 
signature, password or any 
other unique identification 
feature.

• 3 years jail and fine up to Rs 1 
lakh.



What do skimming devices look like?

• Can you tell if this ATM machine has a skimming device 
fitted to the card reader ?



Spot the difference…Can you tell now?
• Top photo shows an unadulterated ATM fascia. The flashing lead 
through entry indicator is easily observed.

• Note: Most skim devices when fitted will obscure the flashing entry
indicator this should be a vital clue as to any suspect tampering.

•Spot the difference in the next photo.

• A skim device has been placed in or near the card reader slot. 
Although the device has been given the appearance of being a 
standard part of the terminal it is in fact and additional fitted piece & 
clearly is different from the above photo.

• Note: No flashing lead through light can be seen. The shape of the  

bezel is clearly different.



What do PIN Capturing devices look like?

• Can you spot a PIN capturing device?

• Here we have a piece of merchandising 
placed on the side ATM fascia wall.



PIN Capturing devices – Be Vigilant 



PIN Capturing devices – Be Vigilant 



PIN Capturing devices – Be Vigilant 

See the Pin hole camera installed on the bottom side  - Upon 
closer inspection of the merchandising unit, capturing an 
image of the keypad and subsequently, the customers PIN



ATM PIN – THIEVES in WHITE CLOTHES



ATM PIN – THIEVES in WHITE CLOTHES



ATM PIN – Hide the PIN while entering





Obscene SMS/ Emails

• The punishment for spreading obscene material by email, 
websites, SMS has been reduced from 5 years jail to 3 years 
jail.

• This covers acts like sending ‘dirty’ jokes and pictures by 
email or SMS.



Conclusion
• Nothing comes for free in this world – Understand it

• Nothing is Secure in the World of Security

• Risks are inherent in any Cryptographic System

• Any security system is only as safe as the weakest link in a 
security chain!

• Anti-virus, Firewall is not a one-stop solution for all your 
security needs
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